
	 Your Benefits at a Glance

cognitix Threat Defender 
Protokolldatensensor
Flow Metadata Sensor

Internal Network Security
Complete capture of metadata of all flows with  
protocol-specific attributes in a network 

	� Lightweight Sensor for Network  
Data Monitoring

Capturing all communication relationships between 
network components and forwarding them to a SIEM 
enables real-time threat analysis.

If data from different local networks is correlated in a 
SIEM for central security monitoring, the data collection 
in the networks should be carried out using a sensor 
that is as non-reactive and lightweight as possible,  
operates transparently, and can be flexibly integrated.

cognitix Threat Defender Protokolldatensensor meets 
this requirement. It captures metadata from all network 
data streams and provides it in an optimized format, 
such as Elastic, for direct import into a SIEM.

Lightweight extractor of meta-
data from network data flows

No latency overhead

Recognition of up to 4,700  
different protocols

Passive, non-reactive data 
capturing

Flexible integration into existing 
infrastructures

Using the Elastic Common  
Schema (ECS)

	 cognitix Threat Defender Protokoll-	
	 datensensor is the effective solution 
for capturing metadata in the network data 
stream for further processing in a SIEM or 
XDR solution.

Interested? Contact us:
+49 89 991950-902 or sales@genua.de



	 Reasons Why

•	 Experts for the IT security of companies 
	 and public organizations
 
•	 Offer of a comprehensive, modular 
	 IT security portfolio

•	 Quality without compromise for all products, 
	 services, and processes

	 genua – Excellence in Digital Security

genua develops innovative, reliable as well as market-
shaping products and solutions. Whether in the public 
sector, for the operators of critical infrastructures, in 
industry or in the protection of classified information: 
we provide answers to the IT security challenges of 
today and of tomorrow.
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	 Flexible, Powerful, and Compatible

cognitix Threat Defender Protokolldatensensor is integ-
rated at the mirror port, TAP or SPAN without the need 
for any network adjustments. Network data is collected 
and processed at up to 10 Gbit/s.

Using deep packet inspection (DPI), the solution detects 
up to 4,700 protocols and applications and extracts pro-
tocol-specific metadata. After mapping to the Elastic 
Common Schema (ECS), the output is suitable for various 
SIEM platforms such as Elastic Search or Splunk.

	� Modern Security Monitoring  
Made in Germany

With cognitix Threat Defender Protokolldatensensor, 
security teams now have the ability to integrate nume-
rous networks from different locations or properties 
into a central security monitoring system.

The solution is available as an appliance. Depending on 
the hardware variant, a protocol data sensor can receive 
up to 18 input sources.

As a German manufacturer, genua supports digital 
sovereignty through development made in Germany.

Use of cognitix Threat Defender Protokolldatensensor for central monitoring of local networks

genua GmbH
Domagkstrasse 7 | 85551 Kirchheim, Germany 
+49 89 991950-0 | info@genua.eu | www.genua.eu

You can obtain more information and advice here: 
+49 89 991950-902 or sales@genua.de

Further information: 
www.genua.eu/ 
threat-defender

https://www.genua.de/en/
https://www.genua.eu/threat-defender
https://www.genua.eu/threat-defender

