genumail

Secure E-Mail Gateway

Facts and Features

Definition

The e-mail gateway genumail is a security solution that
filters incoming e-mails and protects your company
against spam, malware, phishing, and false identity
fraud. Implemented as a gateway in front of your mail
server, it filters unwanted e-mails before they reach the
user’s inbox. This protects e-mail as a communication
channel and reduces the workload of your mail server.

Typical Use

« Filtering spam, malware, and phishing, eliminating a
critical attack surface

« Providing flexible quarantine workflows

« Implementation of an e-mail security strategy:
pattern and anomaly detection

Throughput Volume

genumail is based on a Kubernetes infrastructure and
can scale flexibly: Depending on the e-mail type and
attachment size, it has a throughput of at least 50,000
incoming and outgoing e-mails per hour on a single
server.
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Reasons to Choose genumail

Modern scalable on-premise e-mail filtering solution
based on Kubernetes

Sovereign operation through the possibility of hosting
and operation by the user

Al supports administrators with a classification of
potential phishing e-mails

Blocking of e-mails with attachments based on file
type

GDPR readiness for compliant operations in your
data centers

Supports the implementation of the technical BSI
guidelines for secure e-mail traffic TR-03108 and
TR-03182

IT Security made in Germany

Customer Service

Customer service directly from the manufacturer
Hotline service
Comprehensive training courses
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System Requirements genumail

‘genua.

Supported runtime environments

Supported logging tools

Supported platforms and
requirements for the host
identity provider

Supported mail servers

Supported virus scanner

Operating system: Ubuntu Server version 24.04 LTS
Kubernetes: v1.32.0+k3s1 or higher

Web browsers:

- Chrome version 137.0 or higher

- Firefox version 137.0 or higher

- Microsoft Edge version 137.0 or higher

- Safari version 18.3 or higher

Standard Kubernetes log output ("K8s log capture"); use any system that can process the
K8s log output to STDOUT (e.g., the Elastic log aggregator)

- MS Entra ID, current version
- Keycloak version 26.2.0 or higher

- MS Exchange 2016, MS Exchange 2019, and MS Exchange 2025 SE
- MS Exchange Online, current version

- Google Workspace Mail, current version

- postfix version 3.7, 3.8, 3.9, 3.10 with the latest patch

ICAP RESPMOD Service (use only supported releases)

E-Mail Filter Components

E-mail evaluation

Server mail security parameters

Mail server IP and domain

Malware detection

Phishing detection

“Bad” links detection

Spam content detection

Incoming e-mails are evaluated using a bonus/malus system. Based on the result, e-mails
are delivered, greylisted, quarantined or even deleted.

« Evaluates SPF, DKIM, and DMARC configurations and rates incoming e-mail accordingly
if the sending mail server supports these settings

« Deviations from the senders communicated configuration lead to devaluation or even
rejection of the e-mail

When the connection is established, the IP address and domain of the foreign mail server
are compared against a dynamic list of known spammers and “bad” mail servers and the
e-mails are devaluated or rejected

E-mail attachments are transferred to a virus scanner via the ICAP interface, and the
result of the scan is included in the evaluation of the e-mail

Links in incoming e-mails are checked against a dynamic list of known phishing sites and
can cause the e-mail to be devaluated

Links in incoming e-mails are checked against a dynamic list of known malware distribu-
tors, cracked websites, and “bad” e-mail reply addresses and can cause the e-mail to be
devaluated

Spam e-mails are identified and devaluated based on the e-mail content

Logging

Metrics

Standard Kubernetes logging into the log system connected to your K3s

All product metrics are provided in the Prometheus industry standard


https://genua.eu

Excellence in Digital Security.

Administration

Web GUI

Flexible quarantine workflows

Al classification of
quarantined e-mails

Inline help

Convenient upgrades

Powerful and modern web GUI (https)

Administrators can flexibly define the handling of e-mails, which might be put into quar-
antine. 6 different handling options can be defined for spam and phishing e-mails and 3
options are provided for e-mails containing malware

Administrators processing the quarantine inbox are supported with an Al-driven classi-
fication in regard to “phishy-ness” of e-mails. This allows the administrator to decide on
the delivery of an e-mail without necessarily viewing the e-mails’ content. The Al feature is
processed entirely on the customer’s own server to ensures 100 percent data sovereignty.

In addition to the manual, inline help for many of the configuration options offered

Easy installation of patch versions and new releases using most of the Kubernetes Helm
installation scripts



Use Case
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Company Network

Reliable Protection of the Corporate Network

E-mail traffic is one of the most common attack vectors Safeguarding the user mailbox against dangers allows

in companies. genumail protects your business from for trouble-free e-mail communication and minimizes

e-mail-based attacks that can cause security breaches, the risk of security incidents. All of genumail’s protec-

data loss, and identity theft. tive functions work automatically in the background

and enable smooth business processes.
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Further Information:

www.genua.eu/genumail

genua GmbH

All information in this data sheet is provided for product description purposes only, does not Domagkstrasse 7 | 856551 Kirchheim | Germany

constitute a guarantee, and is not intended to be exhaustive. Technical changes are reserved. q

Actual performance may vary depending on the operating environment and configuration. +49 89 991950-0 | lnfo@genua -eu | www.genua.eu

Reproduction and/or duplication - including in part and/or in modified form - is permitted only
with the written consent of genua.
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