
   Definition
 
With genusphere, organizations can enable mobile 
users to securely access internal applications via 
web browser. No VPN client is required, instead – and 
beyond the capabilities of a traditional VPN solution – 
genusphere enables fine-grained control over access 
conditions to the target applications. It offers secu- 
rity features such as multi-factor authentication,  
Zero-Trust access control, and secure data transport. 
It features simple administration via Single Sign-on,  
access logs, and clientless access.

   Reasons to Choose genusphere
 
•  �Fine-grained micro-perimeter security through  

application-specific, rule-based access protection
•  �Easy access directly on application or GUI for  

internal and external users via web browser (without  
installing VPN clients or similar tools)

•  �Meeting point principle with internal connection  
enforces Zero Trust concepts

•  Flexible scalability through Kubernetes platform
•  �Secure communication through encryption of all  

data traffic
•  �Easy integration into IT and security infrastructure 

through support of existing identity providers Micro-
soft Entra ID (formally Azure AD) and Keycloak

•   �Administrators always have an overview of usage  
and operation through the dashboard with metrics

•   �Audit optimization through logging of all accesses  
and changes

•   �Dynamic adaptability through agile administration 
with a variety of rules, policies, sub-policies, and  
logical links
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Facts & Features

Facts and Features

   Typical Use
 
•   �Grant access to restrictively used applications
•   �Continued operation of and access to legacy web  

and Windows applications
•   �Access to special control applications of machines  

and systems
•   �Access to security-relevant admin interfaces  

(e.g. genugate, cognitix Threat Defender)
•   �Set up temporary access for external employees  

(e.g. for attack assessment: cyber, BSI or similar)

   Service
 
•   ��Customer service directly from the manufacturer
•   �Hotline service/update service
•   �Comprehensive training courses
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System Requirements

OS Ubuntu Linux 22.04 LTS and 24.04 LTS

Kubernetes K3s

Browser Chrome, Firefox, MS Edge, Safari

Supported Identity Providers

MS Entra ID	 Current version

Keycloak 26.1.0 or higher

Multiple identity providers The system supports using one or many identity providers at the same time to allow collaboration 
across multiple organizations

Certificate Options

Self-signed Not for production

Kubernetes secret Via Helm Chart

Upload Upload of the certificate via admin UI

ACME Let's Encrypt account or self-hosted ACME server

System Requirements (Connectors)

OS	 Linux system (amd64 compatible)

Docker 23.0 or higher

Supported Protocols

Supported application protocols  
via integrated html5 client http, https, RDP, VNC, SSH, telnet

Zero Trust Rules

User Control access by specifying dedicated user

Group Control access by specifying dedicated user groups from the identity provider system

Browser Control access by specifying the used browser

Minimum browser version Conotrol access by specifying the minimum browser version required to gain access

OS Control access by specifying the used operation system

Date range Control access by specifying a date range in days

Time period Control access by specifying the time period on specified days of the week to gain access

Country Control access by specifying the country the user tries to access the system

IP ranges Control access by specifying company internal IP ranges which are allowed to access an application

Webhook integration Allow access by asking external systems such as EDR/XDR, UEBA, etc. via a Webhook call  
(please note that this request is handled asynchronously)
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Audit Functionality

Users All user access to the managed applications will result in an audit log entry within genusphere

Administrators All admin activity in the genusphere UI will result in an audit log entry including details about the 
change

SIEM export
A log of all user actions accessing applications. The log can be exported to a respecitive  
SIEM systems using the ArcSoght CEF format or a machine readable Syslog format, especially  
suited for Splunk.

High Availability

genusphere data plane Active-active with load balancing

genusphere control plane Based on the Kubernetes capabilities, the control plane immediately restarts in case of an issue

genusphere connectors	
Connectors can be setup as connector groups in an active-active way. This will offer support for high 
availability as well as balancing the network load for high-demand applications. The customer can 
define per connector group how many connectors will be installed.

Monitoring

Dashboard Integrated dashboard provides an overview of all essential metrics and statuses; all issues are listed

Logs All logs of the application will be written to StdOut, a Kubernetes-wide logging solution can collect 
and process them

Prometheus interface
Health data and performance metrics are made available via a Prometheus interface. Prometheus is 
a standard which can be processed by IT infrastructure monitoring tools like Prometheus, Grafana, 
and Checkmk.

Zabbix interface   Health data and performance metrics are made available to the Zabbix infrastructure monitoring 
tool via a standard Zabbix interface

Administration

General Web GUI with online help

Roll-based administration Admin interface supports 3 different roles, allowing a separation of IT administration of the system 
and policy administration for access control
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genusphere offers a fine-grained authorization manage-
ment for secure remote access to internal applications. 
Using the connectors, the IT administration can create 
micro-perimeter for each application. Depending on the 
needed performance and the high-availability require-
ments, the connectors can be configured as connector 
group.

Protecting Internal Applications
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Further Information:
www.genua.eu/genusphere

All information in this data sheet is provided for product description purposes only, does not 
constitute a guarantee, and is not intended to be exhaustive. Technical changes are reserved. 
Actual performance may vary depending on the operating environment and configuration.  
Reproduction and/or duplication – including in part and/or in modified form – is permitted only 
with the written consent of genua.

https://www.genua.eu/genusphere

